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NORAD's Information Processing
Improvement Program--Will It
Enhance Mission Capability?

The North American Air Defense Command is
attempting to enhance its information proc
essing capabilities with a program known as
the 427M improvement program.

This involves the acquisition of new auto
matic data processing and communications
equipment (hardware and software) to meet
expanding operational requirements.

Since the first contract was awarded in early
1972, the program has experienced a variety
of problems including cost overruns exceeding
S100 million. This report discusses the prob-
lems and recommends remedial actions to
obtain a responsive information processing
system.
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COMPTROLLR GNZRAL OF THE UNI'TD STATI
WASHINTOW.. O.C a--

3-163074

To The President of the Senate and the
Speaker of tie House of Representatives

This report describes problems encountered by the
Department of the Air Force when attempting to imp.rove
the North American Air Defense Command's information
processing system. These problems occurred because of
weaknesses in the development approach followed, a
lack of centralized management, and inadequate contract
control.

This review was undertaken to evaluate the progress
made by the Department of the Air Force since the improvement
program was started. It was made pursuant co the Budget
and Accounting Act, 1921 (31 U.S.C. 53), and the Accounting
and Auditing Act of 1950 (31 U.S.C. 67).

We are sending copies of this report today to the
Director, Office of Management and Budget; the Secretaries
of Defense and the Air Force; and the Administrator
of General Se-vices.

Comptroller General
of the United States



COMPTROLLER GENERAL'S NORAD'S INFORMATION PROCESSINGREPORT TO THE CONGRESS IMPROVEMENT PROGRAM--WILL IT
ENHANCE MISSION CAPABILITY?

D I G E S T

The North American Air Defense Command (NORAD)performs a vi al role in defense of the NorthAmerican continen:t by maintaining aerospacedetection and missile early warning capabilities.

This report describes problems encountered bythe Air Force in attempting to improve theNorth American Air Defense Command's informa-tion processing system. These problems oc-curred because of weaknesses in the develop-ment approach followed, a lack of centralizedprogram management, and inadequate contractcontrol.

Almost concurrent with the start of operationsfor the command/control, missile warning andspace detection systems in place at the NorthAmerican Air Defense Commandv Combat Opera-tions Center, planning began for the improve-ment of these systems because it was apparentthat they would not satisfy expanding missionrequirements. (See p. 7.)

The program established to meet expanded mis-sion information requirements becaume known asthe 427M improvement program and began with theapproval of NORAD's Combat Operations Centermaster plan in Marci 1969.

The objective was to replace outdated informa-tion processing systems, improve communica-tions facilities and add other capabilitiesserving the NORAD complex,

The 427M program can be descritad in termsof three major segments

-- the NORAD Computer System which is to pro-vide real time processing for command/control and missile warning,

-- the Space Computational Center which issupposed to provide the capacity for more
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accurate and timely space population mon-
itoring, and

--the Communications System Segment which is
supposed to provide an uninterrupted flow of
mission essential information. (See pp. 9
and 10.)

In April 1971, technical requirements for the
system were validated and specifications de-
veloped by March 1972. The approved funding
for development was $90.6 million in anticipa-
tion that initial operational capability for
the new system world be reached by December
1975. {See pp. 13 and 11.)

Since initiation of the 427M program, the Air
Force has encountered substantial program slip-
pages and cost escalations, and is on the
verge of implementing a system Lhat will have
an information processing capability no better
than the systems being replaced. There are
two basic reasons for these conditions:

--A requirement to use World Wide Military
Command and Control computers and software
which do not have the capability of handling
NORAD's information processing requirements.

-- Program management that was divided between
the Air Force Systems Command and NORAD.
This management approach made it very diffi-
cult to establish and maintain effective and
efficient administrative control over program
and contract operations on a day to day basis.
(See p. 13.)

Most of the major problems encountered in the
427M program are attributable to the informa-
tion processing limitations inherent in the
World Wide Military Command and Control Sys-
tem equipment and software. These limitations
have made it nteessary for NORAD to undertake
major software nodification and retrofit opera-
tions and obtain a considerable amount of ad-
ditional computer equipment for use as infor-
mation processors and communications switching
devices. These efforts have resulted in esca-
lated proqram costs of more thin $100 million over
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originally approved funding and a degradation
of expected processing capability. (See pp.
13 and 14.)

GAO found that the NORAD Computer System and
the Space Computational Center System, will
not be fully capable of performing their
intended functions. For example, due to hard-
ware limitations, certain satellite orbit
calculations made in the Space Computational
Center will be of less than originally speci-
fied accuracy and timeliness. In the NORAD
Computer System, functions such as automating
global weather messages have had to be inde-
finitely postponed and tests show that proces-
sing time, under certain conditions, will notmeet specifications. (See pp. 16, 17, and 18.)

The inherent reliability of the Communications
System Segment hardware is less than that re-
quired by the Air Staff for critical processing
functions and software development has been
an effective roadblock to completion for the
past 3 years. As of April 1978, no successful
test of the Communications System Segment has
been made. (See pp. 20, 21, and 22.)

The reliability of the 427M system is directly
dependent upon the power system that supplies
it. The current power system in the NORAD Com-bat Operations Centet is not reliable enough to
meet system specifications for critical infor-
mation processing functions.

The addition of an uninterruptable power sup-
ply would greatly enhance this reliability
and insure that fluctuations in power will not
cause catastrophic damage to data files vitalto NORAD's mission performance. (See pp. 23
and 24.)

GAO found that the lack of centralized program
management and inadequate contract control,
although not the primary causes, were signifi-
cant contributors to the many development prob-
lems encountered with th. 427M system. (See
pp. 39 and 40.)

For example an internal Air Force Review in
April 1977 pointed out that system management
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was fragmented between 4wo commands, that
resource performance trade-offs were not ad-
dressed in a structured fashion and that com-
prehensive illuminatior of system level prob-
lems occurred only after reaching crisis
proportions. (See p. 31.) Also, objections
to the type of contracting procedure used and
concern about the possible manipulation of
charges between various contracts were ex-
pressed by the Defense Contract Administration
Service. (See pp. 36 and 37.)

GAO did not solicit written comments from the
Secretary of Defense. However, the matters
discussed in this report have been presented
to various Deferse Department personnel, in-
cluding representatives of the Assistant Sec-
retary, Command, Control, Communications and
Intelligence; the Joint Chiefs of Staff; the
North American Air Defense Command; and the
Aerospace Defense Command. Their comments
have been considered in the report. (See p.
43.)

The views of officials of NORAD and the Aero-
space Defense Command on GAO's findings re-
garding the 427M system development are sum-
marized as follows:

-- They contend that the capabilities provided
by the NORAD Computer System and the Space
Computational Center will satisfy mission
requirements. (See p. 18.)

-- rhey are currently investigating feasible
replacements for the Communications Sys-
tem Segment. (See p. 23.)

--They agreed with GAO that an uninterruptable
power supply would be desirable for the
NORAD Combat Operations Center; however, they
had problems regarding engineering such a
system into the complex. (See p. 25.)

-- They took issue with the GAO method of cal-
culating the program cost overrun. Accord-
ing to these officials, it should only be
$62 million. (See p. 28.)

GAO believes that the 427M progran demon-
strates the need for well organized and
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effective management control over large, com-
plex, integrated information processing systems,
particulatly those that stress huge computer
capability and new software technology, and that
either the Secretary of Defense or his designee,
the Secretary of the Air Force, take immediate
action to:

-- Consolidate the remaining Communications Sys-
tem Segment contractual efforts under the
Aerospace Defense Command (the major compo-
nent of NORAD).

-- Replace the Communications System Segment
with available state-of-the-art computer mes-
sage switching equipment.

--Accept and use, on an interim basis, the Space
Computational Center System and NORAD Computer
System hardware and software augmented by the
Mission Essential Back Up Computer.

-- Start a redesign effort to replace the Space
Computational Center and NORAD Computer 3ys-
tem hardware and software with available
state-of-the-art systems. This would require
developing functional specifications and ob-
taining equipment best suited to achieving
critical requirements.

-- Initiate acquisition of an Uninterruptable
Power Supply in the NORAD Combat Operations
Center to provide protection for critical in-
formation processing equipment.

-- Establish a steering committee to assess
problems with current and future system deve-
lopment and monitor corrective actions taken.
This committee should be accountable for
the proper execution of the redesign effort
mentioned above.

-- Direct the Chairman of the Joint Chiefs of
Staff to exempt NORAD from using future
World Wide Military Command and Control Sys-
tem computers. However, NORAD should imple-
ment a computer system that can compatibly
exchange information with other command and
control systems. (See pp. 41 and 42.)
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CHAPTER 1

WHAT IS NORAD?

The North American Air Defense Command (NORAD) is a
binational partnership between the United States and
Canada for the defense of the North American Continent.

HISTORICAL DACKGROUND

The United States and Canada began collaborating on de-
fense plans in August 1940 when the President and the Canadian
Prime Minister met and formulated the "Ogdensburg Declaration"
which established a Permanent Joint Board on Defense.

Based on the recommendation of this Board, the two Gov-
ernments set up an integrated air defense system on August 1,
1957. The organization, established to operate this system,
was called NORAD and was headquartered in Colorado Springs,
Colorado. NORAD began operations on September 12, 1957. In
May 1958, the two Governments exchanged diplomatic notes form-
alizing the NORAD agreement, and in May 1975, the agreement
was renewed for 5 years.

NORAD'S MISSION AND ORGANIZATION

NORAD's original mission was to provide a defense against
the manned bomber. However, in recent years this mission has
been expanded to include

--providing warning of attack on North America by
bombers and/or ballistic missiles;

--surveillance of space to keep track of all man-
made objects orbiting the earth;

-- maintaining, in peacetime, a surveillance of
North America capable of detecting and identi-
fying unknown aircraft· and

-- providing a limited defense against bombers in
the event of an attack on this continent.

NORAD is the only command in the United States providing all
of these early warning and dtferse capabilities. Without such
a system of early warning and space surveillance, a surprise
attack on this continent could not be detected easily.
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NORAD forces are supplied primarily by the-U.S. Air
Force Aerospace Defense Command (ADCOM), also headquartered
in Colorado Springs, and the Canadian Forces Air Defence Group
at North Bay, Ontario.

The heart cf NORAD/ADCOM operations is in the NORAD Com-
bat Operations Center (NCOC) which is an underground comolex
housing the variety of equipment and personnel necesary to
accomplish NORAD's mission essential functions.

Aerospace Defense Command

The Commander-In-Chief of NORAD also serves as the Com-
mander of ADCOM and reports to the National Command Authori-
ties through the Joint Chiefs of Staff (JCS) and the Canadian
Defence Staff as shown in the chart on page 3. He operates
with an agreed upon U.S.-Canadian concept of air defense in
accordance with joint intelligence agreements.

ADCOM is the major component of NORAD and the single
manager of U.S. Forces for aerospace surveillance, early warn-
ing, and defense against aerospace attack in the continental
United States and Alaska. It is a specified command 1/ and as
such reports to JCS on operational matters.

For purposes of global surveillance and warning of missile
attack, the command relies on several systems that complement
each other and must provide early warning against a surprise
attack. These systems are:

-The Ballistic Missile Early Warning System: An
electronic warning fan consisting of huge radars
covering the polar approaches to the continent
which provide 15 to 25 minutes of warning of an
intercontinental ballistic missile attack. Cur-
rently, improved intercontinental ballistic mis-
siles, particularly those with multiple nuclear
warheads, have sukstantially reduced the time
available for early warning.

-- The Sea-Launched Ballistic Missile Detection and
'Warninq System: A system of radar units lo-
cated along U.S. coasts to protect against

i/A command which has a broad continuing mission and which
is established and so designated by the President through
the Secretary of Defense with the advice and assistance
of JCS. It is comprised normally of forces from one
service.
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this hazard. The time available to detect and
to provide an early warning for sea-launched mis-
siles is even less than that available for inter-
continental ballistic missiles.

--The Satellite Early Warning System: A system
that can give virtually immediate warning of bal-
listic missile launches.

-- The Spacetrack System: A network of space watch-
ing sensors located in various parts of tke world
to feed NORAD data on earth-orbiting satellites.
The sensors range from a huge phased-array radar
in Florida that uses electronic scanning to peer
at large areas of space to telescopic cameras in
California, Italy, New Zealand, and Korea. Along
with data from other tracking sensors, Spacetrack
information flows into NORAD, whose Space Computa-
tional Center (SCC) 1/ catalogs manmade earth-
orbiting objects and charts their movem3nts
and positions.

For aircraft detec ion, ADCOM has ground-based radars
throughout the continental United States. Some of these ra-
dars are shared with the Federal Aviation Administration.
Future plans call for a full joint-use program.

Defense against manned bomber attack is maintained by a
fighter-interceptor force. In the event of war, this force
would be augmented with similar aircraft f'om other Air Force
commands, the U.S. Navy, the U.S. Marine Corps, and Canadian
forces.

NORAD Combat Operations Center

The overall mission of NCOC is to manage a large, com-
plex, integrated information processing system and to train
personnel to:

-- Provide a survivable, self-sustaining command
and control facility where the Commander-in-
Chief, NORAD, can execute the NORAD directed
missions of strategic warning, space surveil-
lance, and U.S.-Canadian control of North
American air space.

1/Known as the Space Defense Center in the 496L system.
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-- Gather, assemble, and provide the Commander-in-
Chief, NORAD, all necessary information to dis-
charge his responsibilities to the National Com-
mand Authorities of the United States and Canada.

Orgaiizationally, NCOC is composed of a commmand post and
five operating centers, which are the (1) Battle Staff Support
Center which is the NORAD Commander's wartime staff, (2)
Weather Support Unit which provides worldwide and localized
weather data, (3) Intelligence Center which provides analysis
of intelligence data, (4) System Center which serves as the
focal point for consolidation of all data furnished and dis-
played in the Command Post, and (5) Space Computational Center
which catalogs earth-orbiting satellites and other manmade ob-
jects in space and charts their movements and positions.

The chart on page 6 shows the information processing sys-
tems currently used to manipulate all data in NCOC including
the 425L Command/Control and Missile Warning system, the 49t£.
Spacetrack system, the Command Center Processing system, an,.
the Intelligence Data Handling system. The equipment used in
these various systems can be described as follows:

--The 425L Command/Control aina Missile Warning
system uses a Philco 212 computer in conjunction
with two Univac 1218 processors and the Display
Information Processor, a custom built unit pro-
vided by RCA. In addition, another Philco 212
computi r acts as an on-line backup for this system.

-- The 496L Spacetrack system uses a Philco 212 com-
puter as its primary processor.

-- The Command Center Processing system uses a Uni-
vac 1106 computer and provides all Commanders--In-
Chief with simultaneous situation displays.

-- The Intelligence Data Handling system uses two
Honeywell 6060 computers to process intelligence
data for the Commander-In-Chief, NORAD.

-- The off-line utility processors are two Philco
1000 computers which can also serve as backup
processors for the 496L system and the Automatic
Digital Relay Switch, if necessary.

--The manual channel and technical control, the
Automatic Digital Relay Switch, and the I/O
Data Controller collectively function as the
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data communication switching device for the other
systems. (See the chart on p. 6.)

As a result, NCOC and the Commander-In-Chief of NORAD de-
pend heavily on computers and computer-related equipment to
process and display rapidly information needed to support
NORAD's assigned missions.

NEED FOR IMPROVED
PROCESSING CAPABILITIES

Almost concurrent with the accomplishment of the initial
operating capabilities of the 425L and 496L systems in 1966,
NORAD began planning to improve these systems. According to
ADCOM officials, NORAD's expanding mission responsibilities,
the increase in the size and complexity of ballistic missiles,
and the increase in the number of manmade earth-orbiting ob-
jects rapidly made the 425L/496L systems inadequate to provide
the computational and tracking capabilities necessary to sat-
isfy NORAD's mission requirements.

In addition, the equipment presently used to process mis-
sion essential information has been subject to an increasing
frequency and duration of downtime due to the lack of readily
available spare parts. Many of the needed spare parts have
not been manufactured for the past several years. Finally,
the present equipment is not supported by unicorm and indepen-
dent sources of power. Minor fluctuations in the power supply
could disconnect computer-related equipment from the central
processing unit with a corresponding loss or alteration of
data and information. Some of this data cannot be reconstruc-
ted because it is the original data received from sensors.

Thus, command and control mission needs and information
processing projections require greater and more reliable com-
puter capability than can be provided by the current equip-
ment.

CONCLUSIONS

NORAD performs a vital role in the defense of the North
American continent by maintaining an aerospace surveillance
and early warning capability. NCOC, which is the heart of
NORAD operations, must be capable of satisfying the needs of
the National Command Authorities for rapid and reliable infor-
mation. To provide this information, NCOC depends greatly on
computers and computer-related equipment. For this reason,
use of the latest automated data processing and communications
technology is highly desirable.
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Current equipment and related software of the 425L and
496L systems are not adequate to meet current mission essen-
tial requirements and we agree that there is a valid need to
improve the information processing capability within the NORAD
environment.
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CHAPTER 2

WHAT IS THE 427M IMPROVEMENT PROGRAM?

The 427M improvement program is intended to replace andimprove the 425L Oommand and Control system, the 496L Space-
track system, the Command Center Processing system, and the
related data communication switching devices. The basic
objective of the program is to enhance NORAD's mission ef-
fectiveness by providing greater and more reliable informa-tion processing capabilities than can be accomplished with
the current computer equipment and software.

SYSTEM SEGMENTS

The 427M program can be described in terms of three
major segments: (1) a NORAD Computer System (NCS), (2) a
Space Computational Center, and (3) a Communications
System Segment (CSS). Each segment is intended to achieve
the following information processing improvements.

NORAD Computer Fvst-m

The NCS segment will replace the 425L Command and Con-
trol system including the Univac 1218s, the 425L Back-up
system, the Command Center Processing system, and the Dis-
play Information Processor. The Univac 1106 presently used
in the Commend Center Processing system will be used for
a Mission Essential Back-up Capability (MEBU).

NCS is supposed to provide an automated capability for
processing command and control information for the Command
Post and the Operating Centers. The major system improve-
ments resulting from development of this segment include
(1) enhancement of on-line display capabilities, (2) cen-
tralization of several data bases into a single NORAD data
base, and (3) consolidation of missile warning information
processing and transmission into a single-computer system
for a more timely and reliable early warning capability.

Space Computational Center

SCC will replace the 496L Spacetrack system, including
the off-line utility processors.

SCC Is intended to be capable of processing and dis-
playing space and missile data. The new system capabilities

9



being designed in this segment include (1) increased com-
putational capacity, (2) increased automation and integra-
tion of manual functions, (3) integration of functions of
several data processing systems into a single system, (4)
additional capability for data base manipulation, and (5)
additional capability for input/display consoles for con-
trol of system computations for more accurate and timely
space population monitoring.

Communication Sstem Segment

CSS will replace the Channel and Te..hnica' Control,
Automatic Digital Relay Switch, and the I/C t-ae Controller.
(See pp. 5 and 6.)

CSS is supposed tc assure an uninterrupted flow of in-
formation between NCOC ,nd the worldwide surveillance sys-
tems feeding data into NORAD. The successful development
of this segment would include two steps. Firs', a control
facility would be developed to monitor data communication
circuits including an automatic re-route and restoral
capability and a comprehensive historical file containing
information on the operability and quality of all circuits
equipment and messages. Secondly, a data communications
processor would be developed to receive, process, store
and forward data entering and leaving NCOC.

The chart on page 6 shows the systems presently in
operation, which are to be replaced by the 427M improve-
ment program. The chart on page 19 shows the informa-
tion processing configuration intended to result from
this program.

PROGRAM MANAGEMENT AND ESTIMATED COSTS

The 427M program began in December 1968 when NORAD
developed a master plan to replace the 425L and 496L sys-
tems. JCS and the Secretary of Defense approved this
master plan in March 1969. Management responsibility for
the program was assigned to the Air Force Systems Command,
Electronic Systems Division (AFSC/ESD), and a 427M program
office was established at Hanscom Air Base, Massachusetts,
in September 1969.

The Air Force implemented the master plan in June 1969
by publishing a Systems Management Directive. Basic in-
formation requirements were validated by April 1971 and a
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second System Management Directive was issued requiring
preparation of more definitive system specifications.
Preparation of tL.se specifications was given to the
MITRE Corporation which completed the task in March 1972.
The Air Force later awarded the first of several imple-
menting contracts. 1/

In April 1972, the Air Force estimated the total
program cost to be $100.8 million but only approved $90.6million for system development as follows:

(millions)

Equipment procurement $32.8
Operation and maintenance
Spacetrack 23.5

Operation and maintenance
NCOC 13.5

Facility construction 20.8

Total $90.6

In September 1972 the Air Force established milestones
which indicated that initial operational capability 2/ would
be completed by June 1975 for CSS/SCC and December 1975 forNCS. June 1976 was stipulated as the time when the system
should have full operational capability. 3/

1/See chapter 4, Inadequate Contract Control, for a generaldiscussion of the contracting procedures for this program.

2/Initial operational capability--A point in time when thesystem is accepted/qualified to perform its operational
mission on a sustained basis.

3/Full operational capability--We found no current documen-
tation defining this term. However, ADCOM informed usthat, in relation to the 427M program, it means the time
when all capabilities defined in the General System Speci-fications are fully tested and available for operation.
In April 1977, an AFSC independent review group reportedthat this condition could not be achieved and suggestedthe term "Equivalent Operational Capability" be adopted
and should be considered to have been achieved when 427Moperation was essentially the same as the 425L/496
systems.
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CONCLUSIONS

The 427M program was established to improve the overall
information processing capability of NCOC by automating
functions previously performed manually, increasing the
reliability and timeliness of the information, and providing
for an expanding workload capability through the 1980s.

We believe the improvements expected from the 427M
program are necessary and the development of this complex
intearated information processing system is essential to the
enhancement of NORAD's mission capabilities.
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CHAPTER 3

WHAT IS WRONG WITH THE 427M PROGRAM?

Since the 427M program began, the Air Force has encoun-tered substantial program slippages and cost escalations, andi_. i the verge of implementing a system that will have anir 'ation processing capability only equal to that of the
4.. 196L systems it is to replace. There are two basic
reasons for these conditions.

First, NORAD was required to use computer equipment and
software also used in the World Wide Military Command andControl System (WWMCCS). The WWMCCS equipment and software
does not have the capabilities necessary to handle NORAD'sinformation processing requirements. NORAD was required touse the WWMCCS equipment and software in spite of the NORAD
Commander's objections. (The impact of the use of thisequipment and software is more fully described in the follow-ing sections of this chapter.)

Second, program management has consistently been divided
between the Air Force Systems Command and NORAD. Divided
prc,ram management has made it exceedingly difficult
to establish and maintain effective and efficient adminis-trative control over the programi and contractor operations
on a day-to-day basis. (The impact of divided program man-agement is more fully described in chapter 4.)

NORAD's attempts to resolve problems inherent in theWWMCCS equipment and software have resulted in the develop-ment of an information processing system that will not sig-nificantly improve its mission capability. Also, achievementof the operational capability intended for the 427M systemhas been hampered because the system lacks an uninterruptable
and independent source of electrical power.

DIRECTION TO USE WWMCCS
COMPUTER EQUIPMENT AND SOFTWARE

During March 1969 JCS and the Secretary of Defense ap-proved the 427M program master plan. At that time the NORADCommander was directed to use WWMCCS computer equipment andrelated software, General Comprehensive Operating Supervisor
(GCOS), as the principal information processing equipment andsoftware for the 427M program. On August 12, 1970, the NORADCommander wrote to the Air Force Chief of Staff expressing
his dissatisfaction with the WWMCCS equipment and software
because they were not designed to operate in an on-linereal-time environment. An on-line real-time environment isessential to NORAD's mission capability because of the shorttime frames in which to provide early warning of a bomber or
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